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Guidance: Adobe Sign FAQs

Frequently Asked Questions and Answers for Study Teams Using Adobe Sign

This resource document is specific to DFCI and includes institutional policies and system
configuration that may not be applicable for non-DFCI staff.
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1 Questions related to Adobe Sign for Consent

1.1 What's the difference between remote consent and using Adobe Sign
for consent?

There are two components to the consent process as described in in DF/HCC Policy CON-
100. First is the consent discussion held between the person obtaining consent and the
potential participant, second is how the signatures are obtained on the consent. The
discussion can take place in-person or remotely. The signatures can be obtained in
person-or electronically via Adobe Sign.

¢ Remote consent is referring to how a potential research subject is approached and
how the informed consent discussion takes place. For example, a remote consent
process could involve telephone calls, Zoom, or other telehealth visits depending
on what the IRB approved for a particular study.

o Adobe Sign for consent is a method of obtaining consent signatures. The Adobe
Sign consent process does not replace the need to have a consent discussion
between the person obtaining consent and the potential participant. For protocols
where electronic consent is approved, the consent form can be sent for electronic
signature following either a remote or in person consent conversation. See the
DFCI CTO Guidance - Adobe Sign for Electronic Consent for more information.

These methods can be used together or apart. For example, you could have: 1) a
traditional in-person discussion and in-person paper signing; or 2) a remote discussion
with in-person paper signing; or 3) an in-person discussion with Adobe sign signing; or 4)
a remote discussion with Adobe Sign signing.

1.2 What steps are needed before | can start using Adobe Sign for
consent?

For externally-sponsored studies, first notify the study sponsor that you will be using
eConsent and get their acknowledgement.

For investigator-sponsored studies, confirm if the sponsor-investigator approves of using
Adobe sign for consent. Next, review your protocol to see if specific consenting and
recruiting language is included in the protocol document. If so, update the protocol to
specify your plan of using electronic signatures. Note: references to the DF/HCC Policy
CON-100 in investigator-sponsored studies do not need to be updated as the policy hasn’t
changed with this process.

Next (for all studies), submit an amendment to the IRB. In the amendment form, or
updated NPA, include language about:
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o Updated consent plan
e Sample emails you plan to send to participants
o Note: the centrally confirmed language is meant for the Adobe Sign
message and reminder fields, not necessarily a secure email or patient
gateway message to them
e Additional guidance or further instructions provided to participants beyond the
centrally confirmed Adobe sign message/reminder fields and centrally confirmed
step-by-step instructions for participants
¢ How often you plan to send Adobe Sign reminders to potential participants
¢ An opt-out process during recruitment must be provided if the first contact with
the participant is expected to be an email from Adobe Sign

Once the amendment has been approved and activated, you can start using the Adobe
Sign for consent process. Ensure you have the correct Adobe Sign group access before
starting and sending a consent form in Adobe Sign. See Question 2.4 below and the DFCI
CTO Guidance - Adobe Sign for Electronic Consent for more information.

1.3 Can Adobe Sign be used for any research trial consent?

Yes, Adobe Sign can be used for any research trial where documentation of informed
consent is required.

1.4 Should | set-up a Zoom call with a patient signing a consent?

Provide the participant with the centrally confirmed step-by-step instructions for
participants. If participants have additional questions, consider setting up a secure Zoom
meeting or phone call to answer any of their questions.

1.5 What email address should | use for the patient? What if the Email
Address | have is incorrect?

In order to verify the identity of the potential subject signing the consent form, electronic
signatures must be obtained from an email address linked to source documentation. The
email address used for the subject MUST be the one listed in the subject’s source
documentation.

If the email address listed in Epic is incorrect, you can request that it be corrected by
either emailing the DFCI Access Management mailbox or directing the potential subject to
call the Pre-Registration team.

If the email address listed in other source documentation is incorrect, contact the
potential subject to obtain the correct email address and update it accordingly in the
source documentation.
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For assent, the email address belonging to the parent that is providing consent is the only
one that needs to be linked to the source documentation. The parent may provide the
minor’s email that will be used to obtain assent (if you obtain the email from the parent
that is sufficient).

2 General Questions about Adobe Sign, Groups

2.1 Who can access/log-in to DFCI Adobe Sign to send research
documents?

Only users with a DFCl-email address (@dfci.harvard.edu) can access and log-in to DFCI
Adobe Sign to send research documents. Users with BWH or other institutional email
addresses may not access the DFCI Adobe Sign to set-up and send a research document.
Once a document has been set-up by a DFCI user in DFCI Adobe Sign, a user outside of
DFCI may sign the document. See Question 2.2 below for more information.

2.2 Who can sign DFCI research documents sent via DFCI Adobe Sign?
Only users with a DFCI email address? What about BWH or Partners
emails?

Anyone signing research documents in Adobe Sign should either have an institutional or
Partners/Mass General Brigham email address or should have an email address that is
documented in the potential subject’s source documentation (for signing research
consents).

The process of signing documents is easier for signers with a DFCI email address but is
still possible for other emails. See DFCI IS Intranet Page for Adobe Sign for more
information about how signers with other email addresses can sign documents in Adobe
Sign. See the DFCI CTO’s Adobe Sign SharePoint Resources for details about additional
documentation required of users outside of the Partners/Mass General Brigham system.

2.3 Can | send a research document to many signers using Mega Sign?

Unfortunately, Mega Sign is not compliant with 21 CFR Part 11, so you cannot use it to
obtain signatures for research documents.

2.4 I'm not sure if 'm in an Adobe Sign group. How do | check?

Remember that being in an Adobe Sign Group is required to have the correct security
needed for research documents. To check if you're in an Adobe sign group, ask your
research manager or reach out to the DFCI CTO.
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2.5 How do | create a new Adobe Sign group?
Reach out to the DFCI CTO to create a new Adobe Sign group.
2.6 Can | be in more than one Adobe Sign group?

No, you may only be placed in one Adobe Sign group. However, if your disease group
has more than one Adobe Sign group (e.g., one for CRCs, one for Regulatory), you can
place a ticket with IS to easily switch from one group to another if you need to manage or
see documents from the other Adobe Sign group.

2.7 How do | view documents sent by others within my Adobe Sign group?

Adobe Sign users can create and share templates within their Adobe Sign group directly.
Users within each Adobe Sign group can access documents out for signature, send
reminders for documents out for signature, and access signed documents from other
users within their Adobe Sign group by requesting permission to view everyone’s pages.
Permissions are requested for each individual user’'s accounts. Note that the user you are
requesting from must still be at DFCI (i.e. haven’t left their position) to grant permission
to another user to access their account.

The process to obtain access to another user’s page within your group requires several
steps outlined below. In the screenshot examples below, Clare is a Regulatory
Coordinator who will be requesting and obtaining access to view documents from
various users in her Adobe Sign Group.

2.7.1 Start by Requesting Access to View Another’s Account within your Adobe
Sign Group

Start by logging in to :

your DFCI Adobe Sign 'E): | R
page. Go to the Home — e
page. Your screen may | ‘oo st
look like the screenshot
to the right. In the top
right part of this screen,
click Switch to New
Experience.

3 2in progress See All = Emall notification for Test test test! was epened by Kathryn Camponeschi (Today
3 completed seaal 201 PM)

4[5 papInD

View Reports. * You apened Kathryn Compansschi's email notification for Testing (Today at1:46
)

* Expired: DFCI 20-028
Recent Alerts F X [testerday at 953 Ph)
* URGENT: DFCI 20028 Ipataserib INDSR duse 10-3.2020 was e signed by Elizabeth
* DFC)20-068 Margetunimab INDS due 1-26- ns 3 Matendorl (Yesterday st 3:31 PM)
today at 745 am

SRs was e signed by Ei

Mare..

The page will reload and
look like the screenshot ,

below. If your page a——
starts off looking like the
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screenshot below, start from the steps listed below.

The new screen will
look slightly different.
In the top right part of
the screen, select the
drop-down arrow next
to your name. Select p
My Profile.

O =

Home Send Manage Reports

Welcome, Clare

6 INPROGRESS

Send a docum

| Request signatures on

Request signatures

Do more with Adobe Sign

PR P sl

0 WAITING FOR YOU

Clinical Trials Office
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@

A EVENTS AND l ul(I !tarl Guide

Switch Account

Sign Out

Clare ~

A new page will
display showing
a left panel of

Q =

Home Send Manage Reports

@-

Clare =

Q Search Sharing Status
optlons Ca“ed Personal Preferences ~ ~ Shared With Me
Personal ot
oss Tokens Q se

Preferences. In e

My Email Footer Name . Emall Permissions
th IS CO I umn Of Auto Delegation copm@dicihanardedu ®

My Notifications kathryn_componesc} ® /

options, select
Sharing Status o

from the menu.
NeXt Select .Sharmgsgams

djeH papino

shared Notifications

Adobe Sign API v

Shared with Me

to see users you

may already

have access to.

If this is your

first time i UM . . .

requesting access from others in your group, you may see nothing on this screen or you
may see the previous group email box you used before May 2020.
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Next, under the

Shared with Me Request o View Accounts
area, click the plus v Emal Adrss sl Fom st
sign.
S———
A new window B R i e
titled Request to

View Accounts will
open. Click on the
three lined icon
circled here to see
different DFCI
Adobe Sign groups.

Scan through the list of Request ToView Account
group options to get to A i i S o

your assigned Adobe e @

Sign group. You can g @ aows

either click the plus ® coscreeemeicm
sign next to the group s

name to add the entire
group and request the
same permissions from
everyone or you can
click the drop down
arrow (red circle on the
screenshot) next to
your Adobe Sign group
to expand the list.

Next locate the name of the person’s account you would like to access. Click the plus sign
next to their name (blue circle on the screenshot).
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The person’s name will now appear in the list on your screen. At this point you can add
more names of staff from your Adobe Sign list by clicking back on the three lined icon.

You can also add
every member of
an Adobe Sign
group by selecting
the plus sign next
to the group’s
name on the
previous screen.

Next, click to check
off Modifying
existing
transactions. This
level of
permissions for
viewing and
modifying will
allow you to see

Request To View Accounts

Enter Email Address or Select from List:

lullaDeane %

Additional Permissions beyond Viewing

O sending
Modifying existing transactions

other user’s documents. We strongly advise that you do not select Sending, as this will
mean you can send documents as if you are the user(s) you selected. You should always
send documents from your own account, so do not select Sending. Once you click
Modifying existing transactions, click Save.

@
e

%
2
T
>
°

After you click Save, a °
) . | s
quick green banner will
R Sh . Home Send Manage Reports
u in rin
POp up saying _a g Q search Sharing Status @
Successful to notify you -
that a request was sent to Acces Tokers
the users you requested. e search
. . Auto Delegation
This screen also displays s
Kathryn Companeschi
requests that haven't Stared Notications i
been fulfilled yet as g =
Language Preferences
PENDING. P
Adobe Sign API v
aXE RRGE

The requested user then
receives an email asking them

O

HARVARD MEDICAL SCHOOL
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8- Delete Archive  Reply Reply Forward v
Al 0N
Detete Respond

Quick Steps

Fr 107272020 11:32 a0
KC Kathryn Componeschi <echosign@echosign.com>

() Kathryn Componeschi would like you to share your Adobe Sign account.
o

ers Retention Default - Delete after 10 Years (10 years)
@ rthere sre problems with ow this message s cisplayed, lick here oview t I a web browser

External Email - Use Caution

Kathryn Componeschi has requested that you share your Adobe Sign account with them.

POWEREDEY

Adobe Sign

Click here to accept this invitation

‘Once you accept, Kathryn Componeschi will be able to view and modify all the documents in your Adobe Sign
account.

Clare
Shared With Me

@
s
® = |§
= 2
T
2
°

kathryn_componeschi@diciharvardedu ® / =
ctopm@dfciharvard edu ® <

Paige_Johnson@DFOHARVARDEDU ®

st Cookie preferences

B- B P % ) Q) @

® > W a3 . A DAR

o, Mark Categorize Follow Transiate Read Zoom Insights Report

EPr Unread - Up~ - T Aloud Phishing

. Tags Eating  Speen Zoom Corense ~

Expires 10/3/2030
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to accept the invitation. The requested user selects Click here to accept the invitation.

After they accept the invitation,
you as the requestor will
receive an email notifying you
that the user has accepted your
request, meaning they have
successfully shared their
account with you. You are now
able to view their account, see
documents sent by their
account, and modify
documents in their account.

Clare Strickland has shared their account with you - Message (HTML)

Acrobat

Q Tell me what you want to do

Help

3 Mark Unread

S2Reply L [Y 200008-Adobesi.. Vo T

& X I 22 A QD e

2 Reply All TS5~ || €3 To Manager i Categorize =
8, Delete Archive EJ ?_" IZ:I)T . g‘ Move 'ﬂ; ':' g Translate Read | Zoom | Insights Report
£} Forvard FE| - eam Emel - - [> FollowUp~ - © Aloud Phishing
Delete Respond Quick Steps " Move Tags " Editing Speech  Zoom Cofense

Fri 10/2/2020 11:33 AM
€S Clare Strickland <echosign@echosign.com>
Clare Strickland has shared their account with you
To @ Componeschi, Kathryn
Retention Policy Partners Retention Default - Delete after 10 Years (10 years) Expires  10/3/2030
@ Follow up. Start by Monday, October 5, 2020, Due by Monday, October 5, 2020,

If there are problems with how this message is displayed, click here ta view it in a web browser,

External Email - Use Caution

Clare Strickland has accepted your request to share their account with you.

POWEREDBY

Adobe Sign

You are now able to view and modify all the documents in Clare Strickland's Adobe Sign account.

2.7.2 Once Request is Approved, Accessing and Viewing Another User’s

Documents

Home

Once the request has
been approved as part of
the steps above, go back
to your Adobe Sign
Home page. In the top
right corner of the page,
locate your name and
click the dropdown
arrow next to your
name. Select Switch
account from the

e ‘ Adobe Sign

Manage  Reports

Welcome, Clare

Send a document for signature

Request signatures on a new agreement, or start from Y|

Request signatures Start from library

Do more with Adobe Sign

]
L

TR PRy aal

Clare~

Quick Start Guide

Switch Account

Sign Out

dropdown list.
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A new Switch Account
window will appear on
the screen showing you R

the name or names of -
accounts you’'ve gotten '
permission to view.
Select the name of the
person whose account
or documents you are
trying to access, then
click Ok.

Switch Account

Q search

A new screen will open _ﬂ
| ot

showing you the L

account you selected. [ Dyt

You’ll notice a banner Your agreements I —— i

at the top of the page e In Progress (o SodpORCHARARDED)

indicating that you are | v i - - — %M,ti}mwmw

viewing the accountof | . o .

the person you clicked o D) opm e

on in the previous o : :M:Mm

page. The screen e e ki

brings you to that R

user’'s Manage page. TR —
ko .

Depending on the level Pl

of permissions you 2

requested or that have [ * iR e o

been granted to you, you can view that user’'s documents (past and current documents
out for signature), hide agreements, and set reminders for their documents awaiting
signature, etc.

If you accidentally requested Sending permission in one of the previous steps, you would
be able to send documents from the selected user’s account as if you were them sending
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the document. This should be avoided. If you accidentally selected this option and go to
the Send page, it will appear as if the document is being sent from that user, not you.

On the screenshot to

o -
the right, Clare is G Clre
looking at Kathryn's
account — she can e e —
tell this based on the D1 | o R o A S
blue banner at the G~ errecpentemsl
top of the page. iege . :

i oy
Again, sending RIS §
documents from il
another account e v
should be avoided as Drag & Drop s Horo Englh s Y
you should only
send documents D proves s AssSigrsor e
from your own ==
account. T e

If you send something from another user’s account, that user will receive an email
confirmation saying their agreement has been sent for signature (as if they had been the
one to send it from their own account).

When viewing 53 e ®-
someone else’s e e
account, you can
navigate the Your agreements T [ | [
documents the same S In Progress ‘2“"“"3"5‘"“"““’
way you would your e o Comporc e e D |
own documents s s

using the Manage - o

tab. You can view Temples I Foore tok e
document In Progress Q Mm

to see what they've B st

sent out for others to 5o e
sign, Waiting for o
Action to see what S

they still need to sign, | _ BRI

farbe !
Completed to see both documents they’'ve sent for signature that have been signed and
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any documents they have signed in the past, as well as Canceled, Expired, and Draft to
see those specific documents, as well. The ONLY way to know that you are looking at a
differ user’s page is the blue banner saying Viewing Account of [Other Person’s Name].

2.7.3 How to Go Back to your Account after Viewing Another User’s Account

There are two ° | e, .
methods to get

back to your own

=

XAKKX Consent Test
account to sen d Your agreements g || ——————— A m::;m
From:

documents. i Progres Y s

In Progress (1)

RECIPIENTS TITLE STATUS
. . Waiting for Action (0) i a5 the

O pt 1on 1 . O n th e SRS Eorpeae X0 Cansent Test Out for Signature P i

Completed 1ol 2 completd

banner at the top | www

of the screen, o @n o
select Show my gt [ R —
account located e -
on the far right. \[ ::m

2 Recipients (1 Completed)
@ 1 Kathryn Componeschi (]

Signed on Oct 2, 2020

@ 2. Claire Sulkowski
Signature requested on Oct 2,2020

> Activity

hitps://dana-farber.nal echosign.com/public/agreements | 162020 Adobe. Allights resarved  Terms - Consumer Disciosure: Trust Coolae prederences

Option 2: Locate

your name in o e @~
the top right Home Send Manage Repor Clare +
corner of the . et I

page and click Sign Out
Yeuragbenents Y rilters Q, Search for agreements and users:
the dropdown
arrow next to - In Progress
In Progress (1
your name. Weiingor Action (1) P—
o, _
Select Switch Complsted s vl JOCXXX Consent Test Qut for Signature
Account from canceled
Expired
the dropdown e
I ISt. Templates
Web Forms

= cammeve © 2020 Adobe. All ights reserved, Terms Consumer Disclosure Trust  Caokie preferences
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A new Switch
Account window

Switch Account

will appear on the i
. Y/ Filter accounts by:
screen showing _
My Account (ClareQ_Strickland@DFCI HARVARD EDU)
you the name or 01 0 copmdt st
na m eS of Paige johnson (Paige_johnson@DFCLHARVARD £DU)

accounts you've
gotten permission
to view in addition
to your own.
Select My
Account then click
Ok.

2.7.4 Edit Permissions Granted to Others within your Adobe Sign Group

You may edit the permissions another user has on your page anytime, not just when you

first request their ° Pl @

access. In the top right
p g Home Send Manage Reports o Clare ~
part of the screen,

My Profile

Sel ect th e d rop-down Welcome, Clare 6 INPROGRESS 0 WAITING FOR YOU M EVENTSAND  Quick Start Guide
Switch Account
arrow next to your e
name. Select My
Profile. _ —_— Send a docum|
Q = -
Home Send Manage Reports Clare~
Q_seiich Sharing Status
Personal Preferences  ~ My Account Shared With
My Profile
Access Takens Q search ® =
My Email Footer Name a Emall Permissions
Auto Delegation Kathryn Componeschi kathryn_compeneschigdictharvardedu ® /B3
My Notifications g
2
The next page e i
My Signature

will display a left oSl ik e
panel of options e —

Adobe Sign APl v
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called Personal Preferences. In this column of options, select Sharing Status from the
menu. Next select My Account Shared with to see users you have already granted access
to.

Select the user o e
Adabe Sign
Whose Home Send Manage Reports Clare >
permissions you oy Sharing Status
are trying to edit Personal Preferences My Account shared With
by clicking on oy profte
. Access Tokens Q Sesrch @ =
their name. Then -
My Emall Footar Cancel sha

select Modify ot kgt Kt Comporesch Kt e st =/8
Permissions. This — i

R Shared Notifications i
screen is also st N
where you can i

Sharing Status

stop sharing your
account with
users at any time
by selecting
Cancel Share.

Adobe Sign APl ~

©2020 Adoba Al rghts resrved.  Tesms - Consumer Disclosure Trust. Cookoe preferences
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users can send documents as if they are you.

2.8 How can | update a document that has already been signed in Adobe
Sign (e.g. Delegation End Date)?

A completed and signed Adobe Sign document can only be edited in Adobe Sign. The
signed document is secure, certified, and an audit trail is required of all changes.
Therefore, any errors on a sighed Adobe Sign document must be corrected in Adobe
Sign. Do not edit or “break” the original secure PDF.

If you need to update a document that was previously signed in Adobe Sign such as a
Delegation of Authority Log end date, you have two options (Following RCO-OP-1 for who
can edit or add information):

1. Wet-ink: print the Pl-signed version and update the document when staff goes on
site at DFCI.

2. Adobe Sign: the Pl signed version is secure and can be edited in Adobe Sign only.
Use a text box in Adobe Sign to identify the document as an edited version,
identify who is making the edits and when the edits were made, and clarify that
the Pl will not sign, if applicable. If the change is specific to individuals, the names
of the individuals should be included in the note rather than the page numbers.

Note: if you are correcting the role or start date, the Pl must initial and date the change.
For changes to the role or name please refer to RCO-OP-1 for the process.

Be sure to save all signed and/or updated delegation log versions in your regulatory files.
If wet ink edits were made and future updates are made with Adobe Sign:
* The wet ink copy must be saved as is and available for auditors or monitors

* Any updates in Adobe Sign to a document with wet ink updates must
include the Certified Copy language (from the CTO template) in a text box,
in addition to the information about the change.
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